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PREFACE
The Police Environmental Scan for 2015 continues work
embarked on in a similar analysis in 2012.
It assesses factors that will have an impact on crime-related
challenges in Norway in the coming years. The analysis
employs the STEEP model, which classifies drivers of
change according to societal, technological, economic
environmental and political factors of change. This report
provides an overall analysis of crime-related challenges and
will serve as a reference point for strategy planning and
formulation in the Norwegian police.
Never before have crime-related challenges been as
complex and demanding. Our society is becoming ever
more multi-faceted. We are seeing a marked increase in
migration to Norway. Globalisation is bringing countries
closer together, and for Norway and Norwegian interests,
faraway developments and incidents can have serious
domestic consequences. Extremism has become more

Odd Reidar Humlegård,
National Police Directorate,
December 2015

transnational and is linked to international situations and
conflicts. The Internet is used to disseminate extremist
views. A development with more cross-border crime makes
it necessary for the police to adapt to new threat scenarios.
It also increases the importance of international police
cooperation.
The challenges we face may eventually demand a
reorientation of police priorities. In 2016, the National
Police Directorate will draw up a strategy that addresses
these challenges.
This report owes its existence not only to police districts
and specialist agencies, but also to academic professionals,
the business community and other public services: They
have all contributed suggestions and insight. I would like to
thank all who have contributed to the Police Environmental
Scan 2015.
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SUMMARY

The environmental scan assesses factors that will have a
significant impact on crime-related challenges in Norway in
the coming years. The factors include social, technological,
economic and political developments. The environmental
scan is intended as the police’s basis for strategic decisions
and choice of priorities. The analysis paints a picture of the
main crime-related challenges we are faced with, and will
serve as a knowledge-based point of departure for how to
improve and direct the work of the police. The police need
to deal with tasks ranging from public order to contingency
planning, crime prevention to criminal investigation. They
must also handle various administrative duties. In order to
find the best possible and balanced solutions within each of
these areas, the police need to understand what challenges
lie ahead. In this analysis, we will not attempt to determine
what kind of responses are required in the face of the
various challenges.
This analysis it is the result of collaboration between
Rogaland Police District, the National Police Immigration
Service, the National Criminal Investigation Service,
the Norwegian National Authority for Investigation and
Prosecution of Economic and Environmental Crime
(ØKOKRIM), and the Police Security Service. In addition,
a number of professionals from the business community,
academia and other relevant services have made
contributions.

Social developments
Conflicts, natural disasters
and poverty are driving
many people away from
their homes, and the flow
of migrants has grown
sharply in recent years,
also to Norway. The flow
of asylum seekers and other migrants may well generate
crime-related challenges in the short as well as in the long
run. Often, migrants and their families are heavily indebted
to people-smugglers. Countless people are living in limbo,
even though they have a need for protection. In the short
run, large numbers of asylum seekers waiting in reception
centres could unleash public disturbances and require
extra personnel on the part of the police. Furthermore,

asylum seekers could be vulnerable to radicalisation. In
the long run, some asylum-seeking individuals might even
represent a terrorist threat against the nation. By means of
screening, an attempt is made to allow primarily the victims
of conflicts to come to Norway as refugees.
Many refugees may be traumatised after years of war and
abuses, and they may be potentially violent and in various
ways represent a threat against public safety in Norway.
Individuals on both sides of the conflict will have taken part
in acts of war, and some may even have committed serious
war crimes. Many people come from lawless societies that
are accustomed to a level of violence that is not accepted in
Norway. There is a certain risk that some individuals may
continue tolerating and even condoning expressions of
violence even after they settle in Norway. It is also possible
that old fault lines between ethnic and religious groups
from faraway countries will reappear in Norway. The large
influx of migrants may also unleash radicalised rightist
attitudes and provoke hate crimes.
People in vulnerable situations, among them irregular
migrants, risk being exploited by organised criminals in
Norway, and, if worst comes to worst, of becoming victims of
human trafficking. Human trafficking can also be linked to
other forms of crime, such as labour market and drug crime.
Some immigrant communities may be relatively
inaccessible to the police compared to the general
population due to cultural and language barriers.
Under-reporting will presumably be the result, and the
police will have difficulties preventing and countering
crime. Targeted efforts to engage in relational work
through dialogue with the immigrants may help create an
atmosphere of mutual confidence.
A rise in net immigration figures, a high fertility rate, and
growing life expectancy all contribute to a population
increase in Norway, particularly in and around the largest
cities. The population is becoming more heterogeneous,
and the police will have to make an effort to win the
public’s confidence in all segments of the population.
Religious beliefs can lend legitimacy to one or the other
side of a conflict and exacerbate differences between
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groups. Many members of minority religions in Europe
have immigrant backgrounds. Some immigrants lag
behind the general population in terms of employment
and income. Religion can, in some instances, exacerbate
existing challenges and divides.
More and more transnational crime is being committed by
organised criminal groups. This is reflected in the rising
population of foreigners in Norwegian prisons. To deal
with growing transnational crime, the police need to be
able to adapt to constant changes and new challenges, and
we see now that international police cooperation is more
important than ever.
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targeting political, financial and military goals. The
Internet can also be used by terrorists for propaganda and
recruitment efforts, and as a tool for planning terrorist acts.
Without an adequate police presence on the Internet, the
police will miss a chance to prevent and investigate serious
transnational crime. Digital information can be traced and
exploited by criminals, but it also serves as evidence that
can be investigated by the police. An important priority for
the authorities is to balance between the general public’s
demands for privacy protection and the police’s need to
be present on the Internet. New demands are being made
to how the police approach their work, in terms of both
specialised skills and ICT equipment.

Technological developments
Modern technology plays
a growing part in people’s
lives. A large part of the
Norwegian population
actively uses the Internet.
Internet paves the way
for transnational crime.
Criminals are innovative when it comes to applying new
technology, and the rapid succession of technological
developments represents a constant challenge for the
police. Norwegian companies are being subjected to more
and more online crime, and there are many unreported
cases. Inadequate prosecution of this kind of crime may
undermine confidence in the police on the part of the
business community.
On the dark net, various encryption tools can be used to
provide anonymity. Anonymity is used also by criminals,
and we see extensive trade in illegal goods and services on
cryptomarkets. The goods are often paid for with digital
currencies in ways that do not expose the identities and
locations of the users. Investigating the criminal activitiy
that is being carried out on the dark net is a demanding
task for the police.
Norway’s high levels of internet access and increasingly
internet-dependent society attract cybercriminals. The
most serious threats directed at Norway and Norwegian
interests, in terms of online crime, stem from other nations

Economic developments
In the wake of economical
developments, societies will
change, and this in turn will
affect the overall criminal
landscape. Increased
integration makes regional
and national economies
more dependent on one another. The world’s financial
centre of gravity is shifting towards Asia. As a result, trade
routes are changing, something that affects the flow of
goods, services, capital and labour.
Norwegian companies are increasingly investing in
politically unstable countries with inadequate legislation
and social structures that differ from ours. Hence there is
a certain likelihood that they could become involved in
bribery, corruption and other irregularities.
Several European countries are in a prolonged economic
crisis, and large parts of Europe are struggling with
persistent high unemployment. As a result, many people,
most of them young, have come to Norway looking for
work. Although the oil rout has slowed the economic
growth, Norway remains an attractive country for migrant
workers. Rising labour migration raises the risk of labour
market crime, not least in the construction industry.
Transnational crime breeds challenges in relation to
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international and national intelligence gathering and
investigation, as well as in relation to the extradition of
criminals. Growing transnational crime requires constant
improvement of systems and solutions for international
police co-operation.

Environmental developments
Climate change is global,
though its consequences
are local, and different
regions will be variously hit.
Climate change as such is
expected to reduce financial
growth, obstruct reduction
of poverty and maintain and even create new social pitfalls.
Climate change will most likely lead to migration which, in
turn, will entail national security issues for the countries on
the receiving end. Climatic instability, which has already
spawned a lot of dramatic weather and natural disasters,
has raised our awareness about the need to be well
prepared and to prioritise public safety. However, these
changes may yet demand even more of the police.
Environmental crime is lucrative all over the world.
Environmental crime includes illegal trade in animals,
plants and timber. Overfishing and the illegal trade of fish
is linked to other forms of crime such as money-laundering,
corruption and human trafficking. Norway is regarded as
an attractive country in terms of species that are valuable
on the illegal market, not least falcons and eagles. Trade
in illegal species is turning into one of the major threats
against global natural diversity.
Illegal waste management is considered one of the most
dangerous kinds of pollution crime. There are large profits
to be made from criminal waste management. We know
that waste has been illegally exported from Norway to
less wealthy countries, many of which lack proper waste
management facilities, and where working conditions
are hazardous. Exporting waste to foreign countries can
jeopardise people’s health and damage the environment in
the receiving country.

Political developments
In much of the Middle
East, conflicts and unrest
have destabilised fragile
states. Globalisation is
bringing countries closer
together, and for Norway
and Norwegian interests,
developments and incidents in faraway places can easily
have serious ramifications. Countries where the authorities
have neither the will nor the capacity to provide basic
services and security will serve as spawning grounds for
extremist groups and criminal networks, which eventually
can threaten Norwegian goals and interests.
The EU plays a key role in Norwegian politics, finances and
social developments. Prevention of illegal immigration,
organised crime, and terrorism is increasingly considered a
matter of internal EU security. In a number of EU countries,
high long-term unemployment, poor economic growth
and cutbacks in public spending have gained political
momentum. So-called ‘protest’ or populist parties are on
the rise in several European countries, and for right-wing
parties, increasing immigration from third countries is a
mobilising factor.
Violent extremism has become a more complex threat
than ever before. Extremism is now more closely linked
to international situations and conflicts than it was. The
Internet is used to disseminate extremist views. The
number of per capita warriors from Norway in the Middle
East is one of the highest in Europe. This phenomenon
highlights the need to prevent radicalisation and violent
extremism in Norway.

2 INTRODUCTION
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2 INTRODUCTION
2.1 The purpose and intended use of
the environmental scan
The factors shaping the criminal landscape of the future
change all the time. In order to be prepared for tomorrow’s
crime, the police must know and understand crime trends
and the challenges they present.
An environmental scan is an analysis of future global and
national trends. The police’s environmental scan analyses
how various trends affect crime-related challenges in
Norway, and the consequences such challenges could have
for police work.
The objectives of the environmental scan are to:
 Offer insight and prepare the police for future
crime-related challenges
 Provide the top police echelons with the knowledge
they need to make the right decisions and priorities
 Increase the general public’s understanding about the
challenges and opportunities the police are faced with

Strategic information for governance
The police’s environmental scan is an overarching analysis
which draws the main lines of the criminal landscape.
Its descriptions of significant social phenomena and
developments will serve as a knowledge base for the
strategic management of the police. It will be an important
point of departure for recommendations and assessments
and police governance.

2.2 Environmental scan model
The analysis employs the STEEP model, which classifies
drivers of change according to social, technological,
economic, environmental, and political factors of change.
Each factor covers several variables. A list follows below
some of the variables covered by each factor.
 Social: demography, migration, urbanisation,
confidence, religion
 Technological: information and communication
technology, nanotechnology, biotechnology
 Economic: economic globalisation, socio-economic
differences
 Environmental: climate change, pollution and waste,
biodiversity
 Political: national and international politics, European
cooperation, terrorism
The environmental scan takes as its point of departure
the factors of the above STEEP model. It will start by
briefly describing developments for each of the factors
(and variables under each factor), and go on to outline
potential developments. By and large, the chapters are
structured in such a way that they can be introduced from
an international perspective before narrowing down to
Norway. This approach is illustrated in figure 2.1.
The working group has used a set of assessment criteria
to determine how the variables could affect crime-related
challenges in the years to come. We have, for instance,
considered possible changes in:

Police analyses
The environmental scan can also serve as a source for other
strategic analyses and threat assessments made by the
police. It will present no specific recommendations with
regard to what measures should be taken. Such recommendations will be made in other analyses. Specialist agencies
and the police districts can use the environmental scan
when preparing their own strategic analyses that focus on
how trends affect work within specific disciplines and fields
of work (specialist agencies) or within geographic areas
(police districts). The National Police Directorate also aims
to prepare a national threat assessment for 2016.

 the number of criminal actors
 the crime
• the extent of known crime
• new forms of crime
• old forms of crime with new MO’s that require new
kinds of responses and skills
• the degree of professionalism among criminal actors,
for instance with regard to organisation, use of
technology and use of hired professionals
• profitability of criminal acts
• number of potential victims

INTRODUCTION

International
trends

For this analysis, we have assessed the STEEP factors in
collaboration with the Directorate for Civil Protection and
Emergency Planning.

European
trends

Time aspect

National
trends

In this analysis we are not using a fixed timeline. References
will be made to short-term, intermediate and long-term
crime-related challenges. New technology could, for
instance, have an abrupt fallout, while the consequences
of demographic developments can be expected to be more
gradual.

1

To review the methodology used in Sweden, see the Swedish National Police
Board (2007).
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The first Police Environmental Scan was published by the
National Police Directorate in 2012. This year’s analysis
presents fresh assessments of the challenges for each of the
STEEP factors. For some factors, changes since 2012 can
be considered minor, so that our assessments will resemble
those made in 2012. This applies to areas such as the
demography and the environmental area, which may be
said to be changing gradually.
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Interpol uses the STEEP model for its environmental scan,
see Interpol (2013). The model is also used by the police
in a number of countries, including Sweden, Denmark,
Germany, Great Britain and Canada.1

Figure 2.1 Forces that promote future crime-related
challenges
Technological
developments

• damage done to the fabric of society or to nature
(democracy, welfare state, sense of justice, cultural
heritage, finances, natural resources), and harm caused
to individuals (life/health/private welfare)
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2.3 Demarcation
It has been necessary to limit the scope of the scan in terms
of methodology and thematic areas. This analysis focuses
on general trends. Legal aspects will not be discussed. Nor
will we discuss possible single incidents that may have
consequences for the police's work.
We are mainly interested in aspects that represent
crime-related challenges, but we are also interested
in exploring how a STEEP analysis best can serve the
police, so we shall be examining how it can affect police
competence, capacity, organisation and collaboration with
other services.
Our definition of the concept crime includes politically
motivated crime such as corporate espionage, the spread
of weapons of mass destruction, and threats against public
officials.
No in-depth analysis will be made, and we shall not be
discussing the reasons for modern-day crime, or projects
and measures that have already been implemented and
that have had a beneficial effect in obstructing crime. Nor
shall we be making recommendations.
The environmental scan is not a risk/scenario analysis or a
threat assessment. In a risk analysis or threat assessment,
criminal trends are known, and the risk or threat is assessed
on the basis of one or more of them.2

2.4 Working group, management group
and consulted persons
The work started in the end of October 2014 and was
concluded in November 2015. The working group has
comprised the following persons:
Benedikte Lindland (project manager), National Police
Directorate
Anette Frøyland, Rogaland Police District
Monica Mjøs Værholm, Norwegian National Authority
for Investigation and Prosecution of Economic and
Environmental Crime (ØKOKRIM)
Ingunn Nesheim, National Police Directorate
Øyvind Ytrestøyl Foldal, National Police Directorate
Petter Lunde Asphaug, National Police Immigration Service
Amalie Thrane, National Criminal Investigation Service
Throughout, a steering committee has submitted feedback
and recommendations to the working group:
Espen Frøyland (leader), National Police Directorate
Gøril Våland, Rogaland Police District
Ole Johan Heir, National Police Immigration Service
Hilde Bjørnstad, National Criminal Investigation Service
Thomas Skjelbred, Norwegian National Authority
for Investigation and Prosecution of Economic and
Environmental Crime (ØKOKRIM)
The Norwegian Police Security Service has collaborated
with the working group and steering committee.
Much of the work was carried out in workshops held
under the auspices of the Directorate for Civil Protection
and Emergency Planning. Assistance has been offered by
a number of professionals from the business community,
academia and relevant government agencies. The following
have contributed to the knowledge base underpinning the
environmental scan:
IBM Norway
Research Council of Norway
Buskerud og Vestfold University College

2

Interpol (2013).
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SINTEF
National Institute for Consumer Research (SIFO)
Norwegian University of Science and Technology
University of Oslo, Department of Media and
Communication
The Norwegian Defence Research Establishment (FFI)
Telenor Research
Norwegian Board of Technology
Adresseavisen (a newspaper)
Teknisk Ukeblad (a magazine)
Directorate of Customs and Excise
Civita
FAFO
Odfjell Drilling
The Norwegian Business and Industry Security Council
(NSR)
Norwegian Labour and Welfare Administration (NAV)
Kongsberg Maritime
Kværner
National Criminal Investigation Service (NCIS)
PricewaterhouseCoopers
Norwegian National Authority for Investigation and
Prosecution of Economic and Environmental Crime
(ØKOKRIM)
We particularly wish to express our gratitude to Ole Gunnar
Austvik from the Norwegian Institute of International
Affairs (NUPI) and the BI Norwegian Business School,
Jakub M. Godzimirski from NUPI, Liv Hausken from
the University of Oslo, Department of Media and
Communication, and Helene Forsland Widerberg from
the Ministry of Foreign Affairs' global security challenges
project. They have all contributed as professionals,
and their views do not necessarily reflect those of the
organisation. The National Police Directorate is responsible
for the content of this analysis.
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3 SOCIAL DEVELOPMENTS
Crime reflects various aspects of social developments. This chapter will discuss key developments in society,
highlighting those that could affect crime-related challenges.

3.1 Migration
In 2014, there were more than 59 million refugees,
asylum seekers and internally displaced people in the
world. Europe has never before been under such pressure
from migration. People are coming mainly from Syria,
Afghanistan and Eritrea. The surge is a result of both
push and pull factors. Push factors are, for instance, war
in a person’s home country, human rights violations and
bleak prospects for the future. Pull factors that motivate
migration are job opportunities, freedom, welfare schemes
and established diasporas of compatriots (NCIS, 2015).3
In addition, the trek towards Europe is being facilitated by
growing networks of people smugglers that are becoming
ever more professional, as the demand increases (Frontex,
2015).
The gender ratio among refugees and other migrants is
lopsided. The United Nations estimates that approximately
65% of the migrants arriving in Europe are men (UN,
2015). For younger age groups, the proportion of men is
even higher (Eurostat, 2015a).
The flows of migrants run along various itineraries. Most
migrants are believed to make use of people smugglers
for much, or even all, of the trip. Recommendations about
itineraries are rapidly disseminated on social media, and
information about restrictions at border crossings and other
practical information gets passed on in real-time. Important
transit countries to the Schengen area are: Turkey, Libya
and Russia.
The flow of migrants has surpassed the capacity of border
authorities in several European countries. Large parties of
migrants who arrive simultaneously put pressure on the
border authorities. Frontex estimates that in 2015, the

3

The term diaspora denotes a religious or national minority in a foreign
country.

number of illegal crossings of exterior Schengen borders
was more than 800,000 (as at November 2015).
Many asylum seekers have a specific country in mind and
therefore deliberately try to avoid being registered until they
arrive at the preferred destination. As a result, the pressure on
some countries such as Sweden and Germany is particularly
heavy. Norway is also a popular destination. Persistent
migratory pressure persuaded several countries to introduce
temporary border checks in 2015. There is a large and
growing number of unregistered migrants in Europe.
Most of the migrants arriving in Norway come by bus, train
or car from Southern Europe through Germany, Denmark
and Sweden. During the autumn of 2015, we saw a sharp
rise in the number of asylum seekers arriving from Russia
to Storskog, Norway’s only border crossing on the exterior
Schengen border. Some also arrive by air, mostly from
other Schengen countries (NCIS, 2015). The number
of asylum applicants in Norway rose sharply during the
autumn of 2015.

3.2 Demographic developments in
Norway
3.2.1 Immigration to Norway
In 2014, the number of residence permits issued in Norway
was 230,470 according to the Norwegian Directorate of
Immigration (2014). The figure includes temporary and
permanent residence permits. Visas made up the bulk, or
72%. In all, 11,480 people applied for asylum in Norway in
2014.

SOCIAL DEVELOPMENTS
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Figure 3.1 shows immigration to Norway by immigration
grounds and year. The Labour migration swelled after EU
enlargement in 2004. The rise in the number of immigrants
has been constant over the past 15 years, but is expected to
surge due to the large flows of migrants that swelled in 2015.
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Figure 3.1 Immigration to Norway by grounds and year
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Figure 3.2 Projected immigration by country of origin
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Immigration to Norway has been more evenly
spread throughout the various regions since 2000.
Labour immigration has spread throughout the
country, particularly to the westernmost counties and
Sør-Trøndelag. Although refugees are being settled
throughout the entire country with a view to integration,
many will move to urban centres as time passes.4 At the
beginning of the year 2015, 158,000 immigrants plus
47,900 people born in Norway of parents of foreign origin
were living in Oslo. That makes up 32% of the capital's
population, about twice the average in the country as a
whole, which is 15.6%, according to Statistics Norway
(SSB) (2015C).
Norway expects fairly high levels of immigration in
the coming years. According to SSB's medium variant
projections for 2014–2100, the highest immigration levels
will stem from non-Western countries.
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People without temporary or permanent residence
permits in Norway are supposed to leave the country and
are not allowed to remain here. Some of those who are
denied residence permits decide to stay anyway. Some are
deported by the police, while others move to addresses
unknown to the police and remain in Norway. Partly due to
the lack of border control at the internal borders between
Schengen countries, the authorities do not know how many
people are staying in Norway without residence permits.
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3.2.2 Demographic developments in Norway
As at 1 January 2015, the population of Norway was nearly
5.2 million. The past decades have seen a sharp population
increase in Norway as compared to the rest of Europe.
As can be seen in figure 3.3, net immigration played a

Eastern European EU countries
Source: SSB (2015B).

4

Statistics Norway (SSB) (2013A)
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greater part in the population growth than fertility. While
the population in 2014 rose by 38,155 as a result of net
immigration, the number of newborn babies was 18,690.

Figure 3.3 Fertility surplus, net immigration and
demographic growth. Annual figures
60 000

A high fertility rate, net immigration and high life
expectancy suggest continued population growth.
Demographic projections suggest that the population in
Norway will continue to grow fairly rapidly, though not
as rapidly as in recent years. Figure 3.4 shows recorded
and projected demographic growth from 1950 to
2100. According to Statistics Norway's medium variant
projections, Norway's population will reach 6 million in
2031 and 7 million in 2065.
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Figure 3.4 Demographic growth. Each alternative is described by four letters in the following order: fertility, life expectancy,
domestic migration, and immigration. M = medium, L = low and H = high. MMMM is our main alternative.
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In large parts of Europe, populations are ageing owing to
high life expectancy and sinking fertility rates. In Norway,
too, the population is ageing, but to a lesser degree, thanks
to relatively high net immigration and fertility rates,
compared to other countries in the West. According to SSB's
projections (2014A), the number of ageing people to be
cared for will rise, see figure 3.5. Population ageing will
raise the demand for health and care services. At the same
time, technological advances may bring important health
benefits to the elderly, so that they can retain their jobs
longer.
The ratio of pensioners to workers is the number of people
aged 67 or more, divided by the number of persons aged
20–66. The total dependency ratio is all people aged 0–19
and all people from 67 years and up divided by the number
of persons aged 20–66.

Figure 3.5 Historical and projected dependency ratio
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3.2.3 An ageing population
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Pensioners to workers ratio
Source: SSB (2015E).

Dependency ratio
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3.3 Urbanisation
Over the past 60 years, the world has seen rapid
urbanisation. In 2007, the number of people living in
towns and cities surpassed that of people living in rural
areas. Social, economic and technological motives attract
people to cities. Populations in urban areas are expected to
continue to grow rapidly. Figure 3.6 shows UN forecasts for
continued urbanisation until 2050 (UN, 2014).

Figure 3.6 World population distribution between urban and
rural areas in millions
7 000
6 000
5 000
4 000

Statistics Norway forecasts that the number of inhabitants
in the municipality of Oslo will reach 700,000 by 2020, and
that in Bergen and Trondheim, the number of inhabitants
will reach 300,000 and 200,000 respectively by 2024
(SSB, 2014B). A growing population puts pressure on
infrastructure, housing, roads, schools, and health services.
When housing fails to keep step with population growth,
housing prices rise, and this in turn can lead to social
segregation. There are studies that show that poverty rates
and income differences are greater in large cities, where
relatively larger segments of the population live in worse
conditions than in the average population, confer FAFO
(2014).
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In 2050, 66% of the world's population is expected to live in
urban areas. Europe is already highly urbanized. In 2014,
the proportion of the European population living in urban
areas was 73%. The projection for 2050 is 80%.
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Source: UN (2014).

Figure 3.7 Municipalities with a population increase over 10%
in 2009–2014

Between 2003 and 2013, about 80% of the total population
growth was concentrated in metropolises in the counties
of Oslo, Agder, Rogaland, Hordaland and Sør-Trøndelag.
Figure 3.7 shows municipalities with a population growth
of over 10% during the period 2009–2014.

Source: Statistics Norway and the National Police Directorate(2015).
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3.4 Health and substance abuse
People of low socio-economic standing tend to have
poorer health and a lower life expectancy than people of
high socio-economic standing. Health differences form a
statistical so-called gradient, in that the higher a person’s
socio-economic status, the better his health is likely to be
and vice versa (HIOA, 2014). The prevalence of emotional
and/or chronic ailments is greater among certain groups
of immigrants, and this may contribute to growing
health-related class differences.

Mental health
Emotional ailments are very common. An estimated
15–20% of children and young people aged 3–18 suffer
from emotional distress in the form of anxiety, depression
or from behavioural anomalies. It is estimated that
between one in three and one of two, will be affected
by a psychiatric complaint during their lifetime. The
prevalence of substance abuse is greater among patients
with serious psychiatric complaintsthan in the general
population in Norway. Surveys made among young people
in Oslo indicate that a rising number of people have been
affected by depression over the past 20 years. The use of
antidepressants has also risen considerably during the
same period (FHI, 2014, see figure 3.8).
Surveys made among young people from 2006 to 2012
show a rise in the prevalence of depression among students
in the final grades of lower secondary education and the
first grade of upper secondary education. Among young
people aged 13–18, an estimated 40% go through periods
of psychiatric turmoil that are often complicated. Mood
swings will for instance often be coupled with behavioural
disorders. Most of the psychiatric disorders will be
transient. They are, however, correlated to school drop-out,
unsatisfactory integration in the labour market, economic
problems, relational problems and substance abuse.

Substance abuse
An estimated 10–20 percent of the population will sooner
or later abuse substances, of which alcohol is the most
common in Norway.
Individuals struggling with substance abuse often have
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Figure 3.8 Users of antidepressants by gender
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Source: The national prescription register.

other emotional and physical problems. Abuse of one
substance will increase the likelihood of abuse of other
substances. There is still a prevalence of men among
substance abusers, but gender differences appear to be
subsiding (FHI, 2014).
The Customs Service reports that there is a growing
number of seizures of new synthetic drugs, twice as many
in 2014 as in the previous year. So-called New Psychoactive
Substances (NPS) are drugs designed to replicate the effect
of traditional illegal drugs and to slip through international
checks for controlled substances. The substances may not
strictly speaking be illegal, or they may not yet have been
classified as such. New psychoactive drugs, particularly
synthetic drugs, are hazardous for the person using them
and for his or her surroundings, since their effect and
potency are often not as expected. Moreover, synthetic
psychoactive drugs often contain substances that are not
readily recognised by traditional methods.
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3.5 Religion
In recent decades, Norway has become increasingly
secularised. The proportion of respondents who state they
believe in a God has fallen from 70 to 53 % since 1970
(SSB, 2014C). The secularisation trend appears most
clearly when generations are compared to each other, each
generation being less religious than the previous one. At
the same time, there are variations between genders and
ethnicities.
Immigration to Norway over the past 50 years has altered
our society’s religious composition: While the ethnically
Norwegian population has become less actively religious,
immigrants and their offspring tend to take part in religious
ceremonies (SSB, 2014C). Religion is an important part of
life for a larger proportion of young immigrants than for
young ethnic Norwegians.
To this day, though, the Church of Norway commands a
large albeit diminishing proportion of members of religious
communities in Norway. Members of confessional and
non-confessional communities that receive government
support but do not belong to the Church of Norway
numbered 587,000 as at 1 January 2014. Figure 3.9
shows the distribution of members. Government support
to organised religious communities probably stimulates
the growth of religious communities outside the Church
of Norway. It may well be that such communities serve as
rallying points for various diasporas in Norway.
While Norway has become less oriented towards religion
over the past years, faith is becoming more individualised
and subjective. This tendency also applies to people who
ascribe to the Christian faith. In recent years we have been
seeing growing interest in new religious movements and
alternative spirituality. The tendency to perceive religion in
an individual and subjective light, also affects members of
religious minorities.

view of religion and alternative spirituality (Furseth, 2015).

3.6 Public trust and confidence
The level of public trust in a society can be measured
through different indicators e.g. confidence in government
institutions, politicians, the legal system. Countries with
democratic institutions, rule of law, and egalitarian traits
tend to have a higher level of public trust than countries
lacking these characteristics. Corruption is a typically
undermining factor. Public confidence is not necessarily
evenly distributed among various segments of the
population.

Public trust and confidence in the Nordic countries
The Nordic countries are known to enjoy a high level of
inter-personal trust among citizens and of mutual trust
between the general public and the authorities. The
Nordic countries have been characterised by relatively
homogeneous populations in terms of social, cultural,
and economic characteristics. Moreover, the countries are
well developed welfare states, something that contributes
to their egalitarian characteristics. Public trust can be a
bulwark against alienation among people who risk being
marginalised, and therefore it reduces the risk of terrorist
attacks and other violent incidents.

Public trust and confidence in the police
A good relationship between the police and the general
public is decisive for the police's capacity to carry out their
work properly. Countries differ greatly with regard to the
general public's attitude to the police. A number of surveys
over the past 30 years indicate that the level of confidence
in the Norwegian police is stable and high.5 The extent
of the public's confidence in the police is closely linked to
people’s overall confidence in government and public sector
institutions. (Runhovde, 2010.)
In a nationwide survey carried out by the police in 2014,

Religion’s new role in society is reflected in the media as
well. Less attention is being devoted to Christianity, while
Islam and alternative spirituality attract more attention. In
addition, the daily press often comments religious aspects
of conflicts, while lifestyle magazines tend to take a positive

5

World Value Survey 1982, 1996; Medborgerundersøkelsen, 2001;
European Social Survey, 2002, 2004, 2006, 2010, 2012; Politiets innbyggerundersøkelse, 2008, 2009, 2010, 2012, 2014, 2015. The Norwegian
Police University College Research 2010:4.
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Figure 3.9 Members of confessional and non-confessional
communities that receive government support but do not
belong to the Church of Norway; by religion/belief. As at 1
January 2014
Baha'i
Buddhist
Hindu
Islamic
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89% responded that they had strong or fairly strong
confidence in the police. This was an increase of 8.5% from
2012, confer figure 3.10. In 2015, the proportion was 80%,
but since the method used in the survey has been altered,
the figure is not directly comparable with the previous
year's results. Responses from non-Western immigrants and
people born in Norway of parents who have immigrated
from non-Western countries reveal that they have relatively
limited knowledge of the Norwegian police and that they
are more vulnerable and worried about hate crime.6

Jewish
Christianity
Sikh
Non-confessional

3.7 Social developments and crimerelated challenges
Transnational crime
Crime is becoming ever more organised and international.
This is also reflected in the growing proportion of
foreigners in Norwegian prisons. Increasing internationalisation and specialisation make it necessary for the police
to adapt to a dynamic threat situation.

Other
Source: SSB (2014D).

Figure 3.10 How much confidence do you have in the police?
Very much or much confidence

The fact that criminals can operate across borders
also requires more international police cooperation.
Cooperating with countries where the police are not well
prepared to prevent and investigate crime and countries
with which Norway does not have extradition agreements
is particularly challenging.

Migrants and refugees are easy targets for crime
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The influx of asylum seekers and other migrants may
generate crime-related challenges in the short as well as in
the long run. Migrants and their families will sometimes
be heavily indebted to people smugglers. Others will have
arrived with exaggerated expectations and feel frustrated.
A very large number of people will find themselves in
limbo, even though they have a real need for protection. In
the short run, many asylum seekers waiting in reception
centres will be a public order issue and require greater
effort on the part of the police.

Very much or much confidence
Source: Police population survey 2014.

6

The sample for this group consisted of only 164 respondents, so a caveat
applies to the findings.
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Asylum seekers can also be a vulnerable group for
radicalization. Some of them may be sympathetically
inclined towards ISIL, Al Qaeda or other militant extremist
Islamic groups. The Police National Security Service knows
that individuals who can be linked to extremist Islamic
movements have called on asylum seekers in Norway.
Nevertheless, asylum seekers with links to extremist Islamic
movements are not considered an imminent terrorist threat
in Norway (Police National Security Service, 2015).
In the long run, however, some of them may become a
threat. By means of screening, an attempt is made to allow
primarily the victims of conflicts to come to Norway as
refugees.
The influx of migrants can affect crime trends in other
ways, too. A significant proportion of the refugees are
likely to be traumatised after years of war and abuse and
may harbour violent sentiments and thus, in various ways,
represent a national security risk. Individuals from both
sides of the conflict may have taken part in acts of war and
may have committed serious war crimes. Many people
come from lawless societies where violence is condoned.
There is a certain risk that some individuals may continue
to tolerate and even condone violent traditions even after
they settle in Norway. It is also possible that old fault
lines between ethnic and religious groups from faraway
countries will reappear in Norway. The sheer extent of the
migrant flow may trigger a surge of right-wing extremism,
and create a nursing ground for hate crimes.
People in difficult circumstances, for instance irregular
migrants, risk being exploited by organised criminals in
Norway and even, if worst comes to worst, as victims of
human trafficking. We have for instance seen that some key
criminal actors exploit and pressure their own compatriots,
who are easy to reach and recruit through national cultural
and religious networks. It is often easy for organisers to
control their compatriots in Norway by abusing the fact
that people who are not familiar with the language and
local conditions depend on them.

trafficking. The victims of human trafficking are mostly
women who are used for prostitution. Male victims are
mostly used for forced labour. In 2013 and 2014, there
were 66 and 106 human trafficking cases respectively. We
assume there are many unreported cases, as the victims
fear deportation by the authorities and retaliation from the
criminals, apart from being distrustful of the police and the
authorities in general (KOM 2015).
Many criminal circles will be fairly inaccessible to the
police because of language and culture barriers. This
probably adds to the many unreported cases and hampers
the police's work to prevent and counter crime. Targeted
relation building efforts to make contact and develop
rapport with migrant circles may help improve mutual trust
between the police and the migrants.

Urban Crime
In the wake of urbanisation, we are faced with larger
urban conglomerations and higher population densities,
something that alters the atmosphere and social conditions
of cities. Many immigrants have only a limited sense
of belonging in their towns, and are reluctant to report
suspicious activity. In recent years, crime statistics reflect
an overall downturn of crime in urban areas. This is a trend
that is mirrored internationally. However, the number
of home burglaries has risen in several Norwegian cities
in recent decades, something that may be attributed to
socio-economic conditions such as poverty and substance
abuse.

The elderly are targets of crime
The rise in the number of elderly people may raise the
number of potential vulnerable victims of criminal acts.
Moreover, the constant focus on health and appearance is
stimulating the market for illegal products and services that
may be harmful. At best, such products have no effect at
all, but they may just as well be noxious. A large proportion
of prescription medication bought on the Internet is
counterfeit (EAASM, 2012).

Drug abuse and crime
Moreover, human trafficking can be linked to other types of
illegal activities, including labour market crime and drug

The production, and distribution, of illegal drugs can
potentially yield tremendous profits and is thus a lucrative
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field of crime. It is also a well-known fact that drug
abuse catalyses crime, in the sense that many crimes are
committed by people who are under the influence of some
legal or illegal drug. Many traffic accidents and violent
crimes are caused by people under the influence.
Many of the new psychoactive substances will have
unpredictable effects. Users' behaviour may depart from
that of users of traditional substances. Moreover we are
seeing a greater availability of the new psychoactive
substances. At any rate, they will require new skills on the
part of the authorities, and more staff will be needed to
expose their use, not least by drivers.
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Religion and hate crimes
Religion can exacerbate friction. Many representatives
of minority religions in Europe are, or have once been,
immigrants. For various reasons, some of them become
marginalised, in which case religion might amplify the
effects of the challenges they face.
Media's attitude to religions is often hostile, and religious
people may feel they are being treated as criminals.
Xenophobia, too, can trigger hate crimes.

Public trust and policing
Norway is becoming more heterogeneous. To a large
extent immigrants come from countries where people do
not trust the authorities or the police. For the newcomers,
learning to trust the police will take time. Confidence
building, with an emphasis on dialogue and mediation,
may be important for future developments. Likewise, with
regard to the composition of the police force, diversity may
be significant. We are seeing a rise in the number of hate
crimes on the Internet. This illustrates our need for the
police to be visible and to respond there, too.

4 TECHNOLOGICAL DEVELOPMENTS

PHOTO: MIKEDOTTA / SHUTTERSTOCK.COM
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4 TECHNOLOGICAL DEVELOPMENTS
In this chapter we shall be describing key features of technological developments that affect crime-related
challenges. Technological developments are characterised by continuity as well as by abrupt changes and are
closely inter-related with social developments.

4.1 More people online
About 45% of the world's population regularly used
Internet in 2015.7 Just as people in the other Scandinavian
countries, Norwegians tend to be active Internet users.8
More and more of them are going online from their mobile
phones or other mobile devices. Globally, too, the use of
Internet is growing. Of people who use mobile phones, 29%
live in China or India, whereas Africa holds the highest
potential for growth in the field.9 Facebook is the world's
largest social media with more than 1 billion active users,
and new social media are constantly popping up. Digital
technology is becoming an ever more integrated part of
people's lives, and yields new opportunities for economic
growth and welfare.

4.2 Technology is changing the world
New technology tends to come into existence long
before it is available to the general public. Technological
developments affect a growing part of our day-to-day
lives. According to leading exponents of professional and
research environments, the future is being instrumentalised
(i.e. information is being accessed from many different
places), linked (i.e. information moves from one place
to another) and is intelligent or “smart”( i.e. is gathered,
processed and analysed).10

the objects we use every day, and constantly improving
user-friendliness means that more and more of us make use
of it. Examples include “smart houses”, “smart cars”, “smart
health”, “smart clothes”, and “smart cities”. Digitalisation
affects workflow in many different fields.11 The police, too,
are impacted by digitalisation, and more countries are
using databases and data mining to prevent and investigate
crimes.12

4.3 The Internet of Things
“The Internet of Things” is an expression which has been
coined to denote that more and more of the things that
surround us in our daily lives are linked to the Internet
and are “smart”, in the sense that they can communicate
with each other. An estimated 200 billion linked devices
will be communicating with each other in 2020.13 Sensors
and other electronic components will be integrated in all
sorts of things, ranging from vehicles to clothes; and they
will be online. In 2020, 90% of all new cars are expected
to be be able to communicate directly with surrounding
infrastructure to exchange information that can warn about
accidents, difficult driving conditions, etc.14 Everywhere,
we leave digital traces, as movements and communication
between human beings are captured by sensors and
surveillance cameras. This information can be exploited or
abused by people with criminal intentions.

New technology is being utilised in more and more of

7

See http://www.ted.com/talks/tim_berners_lee_a_magna_carta_for_the_
web. Read 03/06/2015

8

See http://www.Internetworldstats.com/top25.htm Read 04/06/15

9

See http://mobiforge.com/research-analysis/global-mobile-statistics-2014-part-a-mobile-subscribers-handset-market-share-mobileoperators#topmobilemarkets Read 03/11/2015

10 Workshop about developing technology held by the Directorate for Civil
Protection and Emergency Planning on 29 January 2015. Presentation by
Espen Ramsbacher at IBM.

11 See http://www.aftenposten.no/jobb/karriere/n-av-tre-norske-jobber-kanbli-digitalisert-7981492.html Read 13/05/15
12 See http://www.nyc.gov/html/nypd/html/crime_prevention/crime_statistics.shtml Read 25/08/2015
13 See http://www.tu.no/it/2014/06/18/hva-vil-egentlig-tingenes-Internetttilfore. Read 17/02/2015
14 See http://blogg.atea.no/kommunikasjon/big-data-en-ny-tidsalder
Read 01/06/15
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Big data analysis
Big data is a term describing the large volume of data
being generated around us at all times. Big data is used
within several fields, for instance for marketing or medical
purposes. Statistical methods and models are developed
and exploited to determine trends and to predict future
developments. A growing proportion of the data is being
analysed by governmental and non-governmental actors
for different purposes. In several countries and in many
metropolises, the police make use of big data analysis to
prevent and investigate crime.

Future “smart” cities
Smart technology is gaining ground in a growing number
of fields, not least with regard to energy, transportation,
and information and communication technology.15
Several cities have started using smart traffic monitoring
systems to direct traffic more efficiently and to reduce
congestion. The world's growing megacities require
integrated systems to deal with traffic, and several new
systems are being developed to make use of available real
time data.

Cloud storage
Increasingly, cloud storage services are replacing physical
storage devices. Email, photos and various other documents
are being stored in server farms all over the world. Security
is often achieved with data encryption.

4.4 The deep net and the dark net
Part of the Internet is indexed and can be accessed by
search engines. It is referred to as the surface net. It can be
compared to the top of an iceberg, of which the submerged
part symbolises the deep net. For instance, a company
will normally have an intranet that is in the deep net.
Databases, password protected sites and paid content will
be on the deep net.
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The expression dark net refers to an encrypted area on the
deep net. Access to the dark net is contingent on dedicated
software such as the so-called Tor (The Onion Router).
Tor can be accessed and downloaded from the surface net.
Tor anonymises users. The dark net is home to various
cryptomarkets, including markets that sell illegal services
and goods paid for in currencies that also anonymise the
users. One of the best known cryptomarkets is the Silk
Road, which, until it was closed down by US authorities,
had an annual turnover of USD 200 million. The currency
used on the Silk Road was bitcoin.16
Anonymisation programs such as Tor, can protect the
identities of dissidents and activists in dictatorships and
totalitarian regimes, and can be used by journalists and
lawyers who need to protect their sources, and by other
citizens who want to protect their privacy. The dark
net houses not only cryptomarkets: there we also find
companies and public institutions that need to make sure
that content does not get into the wrong hands.

4.5 Nanotechnology
Nanotechnology is a field that encompasses many
disciplines, such as physics, chemistry and biotechnology.
What specifically characterises nanotechnology is the size
of nanoparticles. They can be used in a number of ways
and hold great commercial potential.17 The government's
publication FOU – strategi for Nanoteknologi 2012–2021
refers to nanotechnology as an important vehicle of
competitivity for the Norwegian business community, and
as a tool to improve society's capacity to sustainably handle
future challenges relating to e.g. energy supplies, the
environment, the population’s medical needs etc.

16 See http://www.nrk.no/verden/silk-road-skaper-domt-til-livstid-i-fengsel-1.12385456. Read 01/06/2015
15 See http://www.tu.no/bygg/2015/01/07/slik-skal-stavanger-skapesmarte-byer-i-europa. Read 09/02/15

17 See http://teknologiradet.no/nanoteknologi/fremtidens-nanoteknologi/.
Read 13/02/2015
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4.6 3-D technology

4.8 Technology and data protection

3-D printing is a method that can be used to create solid
objects from digital files. Various ways of doing so have
been in existence since the mid-1980s. Today, 3-D printing
is being developed and implemented in a number of fields.
The medical community is starting to master bio-printing
in order to help reconstruct organs in the wake of accidents
or diseases. 3-D printers can bring down the price of
production in high-cost countries. However, the technology
can also be exploited for criminal purposes.

While technology offers new opportunities, it also raises
important issues related to data and privacy protection.
Internet users leave digital traces and are monitored by a
number of different actors. High-tech companies use the
collected information for commercial purposes, for instance
to personalise advertisements. Users' search and purchase
history constitutes valuable data for commercial actors.19
In Norway, the largest holder of personal data is the state
(Berg and Bakas, 2013). Abuse of personal information
that has been collected by companies and nations for
purposes other than those for which they were initially
intended, may become a matter of serious concern in times
to come. A growing number of countries are restricting
freedom of speech and introducing Internet censorship,
using targeted surveillance and big data analysis.20

4.7 Biometry
With biometry a person can be automatically recognised
and identified from, for instance, his fingerprint, face,
iris, gait or handshake. Biometric identifiers can carry
information that reveals more than identity. Such is the
case with DNA, for instance. In addition to identifying an
individual, biometric readings can tell us about our medical
condition, etc.18

4.9 Technological developments and
crime-related challenges

Government registers have played an important part in the
evolution of our current welfare system. Social security
and taxation systems and other registers are based on
standardised and quantifiable pieces of information that
are entered, analysed and used as a point of departure
for the sharing of resources. With demographic and
technological developments, these registries could prove
vulnerable to attempts to abuse identities. Individuals can
abuse identities in order to fraudulently obtain certificates,
authorisations, benefits or as an element in criminal
schemes.

Cybercrime

The abuse of identities is a major and growing problem,
and biometry is an important tool for determining identity.
If a criminal finds ways of stealing identities by exploiting
vulnerabilities in biometric solutions, his/her victims will
run into serious problems. In the Schengen area, biometric
information about asylum applicants has been stored in a
shared European database, Eurodac, since 2003.

Internet criminals are drawn to countries with much
digital wealth. Norway is therefore heavily targeted by

18 See https://www.datatilsynet.no/Teknologi/Biometri/. Read 01/09/2015

Technology is making great strides. Cybercrime, and other
ICT crime,21 makes use of technological advances and is
becoming more complex, more difficult to discover, and
more challenging to investigate.
New technology affects the extent and the scope of crime.
Software used to commit cybercrime is becoming more
user-friendly and easily available. There is a great deal
of crime committed on the Internet, and there is also a
growing market for stolen data.

19 See https://privacy.google.com/intl/no_ALL/about-ads.html
Read 17/06/2015
20 See http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/
OpinionIndex.aspx. Read 17/06/2015
21 ICT crime is defined as crime that targets computer systems or networks, or
crime where key elements in the criminal chain of events are achieved by
means of computer equipment and/or networks. This definition matches
that of the Council of Europe “Convention of Cyber Crime”and that of the
Norwegian Computer Crime Strategy (POD, 2015).
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criminals on the Internet. According to Centre for Strategic
and International Studies, computer crimes cost Norway
around 19 billion NOK a year. According to the Norwegian
National Security Authority (2015), hacking has become
more common now that malware is easily available. Banks,
in particular, are targeted by professionals.
Internet paves the way for transnational crime. The more
people go online, the greater the number of potential
victims. An estimated 800 million people were victims of
Internet crimes in 2013,22 and most such occurrences are
not reported.23 However, the most serious threats against
Norway and Norwegian interests stem from other nations
(Police Security Service 2015), which can strike political,
economical and military targets.
Spam can carry viruses, malware and spy-ware and can
be linked to large, organised criminal networks. So-called
botnets are a collection of many computers, remotely
controlled, that can exploit processors and broadband
to launch massive attacks, sending enormous amounts
of spam and viruses. Such networks, as well as so-called
bot-ware, can be rented or purchased by spammers and
blackmailers.24 Stolen passwords can yield access to bank
and credit card information, as well as to other personal
information (Krebs, 2014).
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Norwegian jurisdiction. The same applies to companies
that purchase computer services from suppliers abroad.
We assume there are many unreported cases of computer
crime against the business community. Inadequate
prosecution of computer crime may undermine confidence
in the police on the part of the business community.
Companies may be reluctant to report to the police for
several reasons, among them fear of the consequences
to their reputation. A number of consultancies offer
investigative services, which companies can resort to,
rather than turning to the police.

Internet fraud
In the USA, dating fraud is treated as any other kind of
financial crime. Dating fraud is one of the predominant
forms of fraud on the Internet.25 In 2014, victims were
defrauded of 201 million NOK just in Norway.26
In the USA, there is a tendency for criminal organisations
that previously engaged in drug trafficking to switch
to financial crime. Internet fund raising campaigns for
charitable purposes are often fraudulently abused. Through
fraudulent aid agencies, Internet criminals can collect
information that can be abused. Large sums of money never
reach the goal the money was intended for.27

Computer crime against the business community

Cyberstalking

We assume that there are many unreported cases of
crime targeting the business community (NSR, 2014).
Technology companies, institutions and states hold
sensitive information that can be stolen and abused. Firms
operating in countries where the authorities have weak
or inadequately established control mechanisms can be
heavily at risk from industrial espionage. When Norwegian
companies store information in clouds that have servers
outside Norway, they are storing their information outside

Cyberstalking is often combined with physical stalking.28
Following physical and Internet stalking, pictures of
unsuspecting victims can appear on closed internet forums.
To prevent further dissemination of the pictures, the victims
may succumb to blackmail. A cyberstalker can easily conceal
his/her identity, making it all the more difficult for the
victim to take action about the abuse. A survey carried out
by the Norwegian Knowledge Centre for the Health Services

22 See http://www.mcafee.com/ca/resources/reports/rp-economic-impactcybercrime2.pdf. Read 01/09/2015
23 See http://www.ted.com/talks/marc_goodman_a_vision_of_crimes_in_
the_future. Read 01/09/2015
24 See https://norsis.no/2012/06/botnet/. Read 05/06/2015

25 See http://www.nrk.no/magasin/forelsket-i-en-svindler-1.12211136. Read
17/02/2015
26 See https://www.norsis.no/2015/08/datingsvindel-oker/. Read
03/09/2015
27 See https://norsis.no/2015/05/katastrofer-utnyttes/. Read 04/05/2015
28 See http://no.norton.com/cyberstalking/article. Read 03/11/2015
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(NOKC) about violence and and post traumatic stress,
showed that 3 out of 10 men and 4 out of 10 women in
Norway state that they have been subjected to stalking of one
kind or another (Thoresen and Hjemdal, 2014).

Crime committed on cloud services
Cloud services can provide access to a global infrastructure
of storage and processing power. With processing power
new and powerful malware can be developed. The
consequence of companies’ and individuals’ increased
reliance on cloud storage may be that criminals will
find methods to hack their way into the cloud to access
information they can abuse. (Krebs, 2014). The sheer
amount of information stored there, including for instance
credit card information, makes it an attractive goal for
criminals. Criminals may also utilize cloud storage and
processing power to develop potent malware. They can,
for example, build sky-based botnets. When the cloud is
stored on a server outside Norway, it is outside Norwegian
jurisdiction.

Crime within the health sector
Technological developments within the health sector
provide opportunities for new forms of crime. Assistive
medical devices such as pacemakers and heart starters
can be hacked. Since society is undergoing a digitalisation
process, and units are being interconnected, health services
will increasingly attract criminal innovators.29

Drug trafficking on the dark net
Drug trafficking, on the dark net has a prominent place on
the authorities' list of priorities, in Norway and elsewhere.30
On the dark net, illegal drugs can be bought directly from
dealers. The market place that facilitates a transaction will
take a commission each time. The goods are often paid
for with bitcoins or with some other digital currency that
will not expose the identity of the buyer and seller. Drug
trade on the Internet is a major and growing business.

29 See http://bits.blogs.nytimes.com/2014/12/02/computing-goes-to-thecloud-so-does-crime/?_r=0. Read 05/05/2015
30 See http://www.aftenposten.no/nyheter/iriks/Europol-inngar-samarbeidmed-nordmenn-Stenger-400-nett-domener-pa-dagen-7779006.html.
Read 09/11/2014

Investigating crime on the dark net is demanding.

Biometry enhances security
Biometry may prove to be an important contribution to our
need for identification solutions. Traditional passwords and
security tokens can be used in combination with biometric
information. If a card is stolen and the security code is
passed on, biometry is insolubly linked to one and only one
person.

Criminals make use of new technology
Some criminals are very innovative and eager to deploy
new technology.31 Many human rights groups are issuing
warnings about the use of autonomous weaponry.32 In
the wake of the development of 3D printing, we may see
the appearance on the scene of cheap weaponry that is
not covered by national or international legislation.33 The
technology required to make weapons by means of 3-D
printing is available on the Internet.

Challenging for the legislators and challenging for the
police
Technology is making such rapid strides that legislators are
hard put to keep pace. In practical terms, the companies
themselves will need to assess the risk of using new
technology.34
The amount of digital material seized by the police will
only continue to swell. Handling digital seizures requires
time and skilled personnel. Moreover, the material has
to be stored on servers, since it often contains important
evidence.
So-called digital footprints can be traced and exploited by
criminals. But they also provide the police with important

31 See http://edition.cnn.com/2012/07/29/opinion/goodman-ted-crime/.
Read 01/09/2015
32 See http://scholar.lib.vt.edu/ejournals/JOTS/v32/v32n1/mcquade.html.
Read 01/09/2015
33 See http://www.theguardian.com/technology/2014/feb/10/cody-wilson-3d-gun-anarchist. Read 04/06/2015
34 See http://forskning.no/mat-landbruk-nanoteknologi/2008/05/nanoteknologi-kan-lose-matvarekrisen. Read 25/08/2015
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information. An important task for the police will be to
balance between the public's need for privacy protection
and the police's need to police the Internet. Technological
development means that seizures of devices and digital
material are becoming more numerous and more complex.
This raises new questions as to how the police should
approach their work, in terms of both specialised skills and
ICT equipment.

/ 31

5 ECONOMIC DEVELOPMENTS

PHOTO: ANTONIO V. OQUIAS / SHUTTERSTOCK.COM

34 /

ECONOMIC DEVELOPMENTS

5 ECONOMIC DEVELOPMENTS
In this chapter we shall be discussing aspects of current economic developments. Norway is a small and open
economy on which economic fluctuations tend to have an almost immediate effect. Financial developments are
closely linked with social conditions and changes in society.

5.1 More globalisation

Figure 5.1 Delayed global GDP growth

Globalisation processes knit the world closer together. Regional
and national economies have become more integrated, hence
more dependent on one another, than they were in the past.
International organisations such as IMF and WTO have been
established to handle mutual dependence and vulnerabilities
at the global level. To some extent, these organisations have a
regulatory function, but they are also policy makers in that they
develop and enforce international agreements, regulations and
standards that affect regional economic cooperation and trade.
The rapid growth of international economies and the rising
number of financial transactions over the past decades strains
international systems for economic interaction.
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5.2 International economy

China and India will probably shoulder the bulk of all
economic growth until 2030, and these countries are
expected to continue increasing their share of the world's
GDP over the next decades. The fact that the world's centre
of gravity is shifting towards Asia is affecting trade patterns
and the global flow of goods, services, capital and labour.
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Over the past three decades, China's economic growth
has averaged 10%, while that of India was 7.5% between
the years 2000 and 2011 (WTO, 2014). In a number of
emerging economies, however, economic growth has
slowed down over the past couple of years, and expected
growth will remain low in many countries.
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Figure 5.2 Youth (under 25 years) unemployment; figures in
per cent; April 2015

EU

Much of the world economy has gone through a lengthy
period of crisis since the financial crisis that erupted in
2008. Growth has been sluggish and interest rates low
since 2010, as is apparent from figure 5.1. Several of the
developed economies may still be facing a protracted
period of weak growth and low inflation, as was the case
for Japan after the financial crisis at the beginning of the
1990s. Low inflation adds to the debt burden of some
national economies that are already vulnerable.
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Figure 5.3 Historical and projected GDP per capita
Figures in USD
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Trade channels between Asia and North America, and
between Asia and Europe, are already more trafficked than
the previously dominant channels between the USA and
Europe. At the same time, the significance of trade between
Africa and Asia has risen considerably, as has that of trade
between Africa and Latin America (Leonel, 2012).
With new global economic and financial powerhouses,
Norwegian businesses may feel pressured into adopting
other political, legal and economic standards. Norway
relies on international regulations. Nevertheless grey
areas may appear when regulations do not keep up with
developments.
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Economic developments in Europe
The European economy has improved since the financial
and sovereign debt crisis, and moderate growth is expected.
Nevertheless, several countries are facing a lengthy crisis
with huge government debt. This is the case for Greece,
for example. Since the financial crisis, much of Europe has
struggled with high levels of long-term unemployment.
In Greece and Spain, unemployment is at about 25%. In
the Baltic countries, the economic situation has improved
somewhat over the past years, but here too, expected
economic growth will only be moderate, between 2 and 3.5
per cent a year. However, this is better than the expected
annual growth in the euro-zone, which is approximately
1.5% (IMF, 2015A).
Youth unemployment, in particularly, has been high, and
the young are often referred to as ’”the lost generation”.
Figure 5.2 shows youth unemployment in the various
countries.

Economic growth in a changing society
Economic growth leads to socio-economic changes and
tends to herald poverty reduction and improved living
conditions, education and health.
However, as far as living standards are concerned, the
emerging economies will need quite some time to catch up
with the major developed economies. Moreover, income
inequality varies between countries. In China and India,
income inequality has risen since 1980 (IMF, 2015B).
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Figure 5.3 shows differences of GDP per capita in a few
countries.

Digital currencies and money transfers
Economy, trade, payment and financial solutions are being
digitised, and the global market for money transfers is
growing. In recent years we have seen an increase in the
use of so-called digital currency. Digital currencies are not
issued and guaranteed by any national or central bank.
They enable trading without the existence of third parties.
Digital currencies simplify the sending of remittances from
foreign workers to their families at home, without having to
go to banks or payment services, and without having to pay
commissions on international transactions. We are seeing
a rise in the number of companies that accept bitcoins, one
of the most popular digital currencies. Transactions made
with digital currencies enable a large degree of anonymity
and are therefore also used by criminals; see discussion in
the chapter about technological developments.

5.3 Norwegian economy
In 2013, the Norwegian per capita price level adjusted GDP
was 79% higher than the average for the 28 EU countries
(SSB, 2015F). A characteristic of the Norwegian society is
its relatively even income distribution and a large middle
class. At the same time, the Norwegian economy is small
and open with a limited number of important export
businesses, meaning that the country depends on trade
with other countries, and the business community needs to
be competitive abroad.
Over the past decades, the Norwegian economy has been
very vigorous. The labour force participation rate and
wages have been high, and unemployment has been low –
historically as well as compared to comparable countries.
As a result, Norway has attracted foreigners seeking work.
With the financial crisis and recession in several European
countries, not least in Southern Europe and the Baltic
states, many predominantly young people have come to
Norway to look for work. Although economic growth is
expected to slow down, Norway will presumably continue
to attract labour migrants, due to the country's relatively
fair economic prospects, its regulated labour market, and

well-developed welfare system. The demographic basis in
EEA countries is 100 times greater than in Norway. Hence,
even limited labour immigration from EEA countries will be
perceived as large, from a Norwegian perspective.

Rising inequality
A low labour force participation rate is the one factor that
has the greatest impact on household economies. Over the
past 20 years, income inequality has risen in Norway, partly
as a result of increased immigration from pauperised parts
of the world, and partly because the proportion of income
earned by the richest segment of the population has grown
(SSB, 2015G). Immigrants from third-party countries (i.e.
countries other than the Nordic countries and EU/EEA)
have weak ties to the labour market and are economically
more vulnerable than the rest of the population.
Immigration has exacerbated income inequalities because
so many of the immigrants have tenuous ties to the labour
market. This especially applies to women from countries
such as Pakistan, Afghanistan, Somalia and Iraq.
The likelihood of continued low incomes in Norway is
greatest for the population segment of people aged 18–34.
During the period 2009–2011, 11.4% of all members of
this age group had a low income, compared to 7.7% of the
rest of the population. During the same period, 47% of all
children in low-income families had a migrant background
(SSB, 2013B). Economic vulnerability has consequences for
welfare and social conditions. Growing up in a low-income
family may be an introduction to a marginalisation process.
Employment in low-income occupations and a relatively
high risk of unemployment among labour migrants and
other migrants contributes to rising inequality in Norway
(FAFO, 2014).
In recent years, there has been less wage growth in
businesses that largely employ immigrants, for instance
hotels and restaurants, than in businesses employing
relatively fewer labour migrants. In addition, labour
migrants are more liable to unemployment (NOU, 2013:13).
As a result of sinking oil prices, the Norwegian economy
has experienced a downturn. Investment in the petroleum
industry has cooled, and this has had repercussions for the

ECONOMIC DEVELOPMENTS

mainland economy in terms of a reduction in the labour
force participation rate, a rise in unemployment and
lower wage growth (SSB, 2015H). Meanwhile, the weak
Norwegian currency has boosted the competitiveness of
export businesses. In addition, important trading partners
are benefiting from low oil prices, something that may raise
the demand for Norwegian products and services abroad.
Low interest rates may also help to stimulate investment
in the mainland economy. The economic downturn in the
petroleum sector hits some regions harder than others in
terms of unemployment.

5.4 Economic developments and crimerelated challenges
Economic developments have some direct consequences for
crime-related challenges, though consequences are often
indirect, in that economic development changes society in
ways that can affect criminal trends. Consequences of this
kind are discussed in the chapters about society and politics.

Labour market crime
In the wake of the growing number of migrants in search
of labour, we have seen an escalation of labour market
crime in Norway, and organised criminals are getting more
involved in business activities.
In certain fields where competition is particularly rigorous,
some employees are being subjected to deplorable working
conditions. We also have reason to believe that the surge
of labour migrants has improved recruitment for criminal
actors in Norway.
Already, labour market crime has led to improved
collaboration between various public sectors. The
generation and improvement of IT tools and databases
can streamline the agencies’ ability to cooperate and, by
extension, their capacity to monitor and sanction labour
market crime. This means that the police need to be
capable of collaborating with other services.

Transnational crime
When the crimes committed by global criminals have
local consequences, we are faced with a number of legal
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challenges, since the perpetrators operate in several
jurisdictions. When a criminal crosses a country's borders,
we have to deal with issues regarding international
and national intelligence and investigation, as well as
extradition. A growing emphasis on transnational crime
has, in recent years, stimulated willingness and readiness to
enhance systems and solutions for international cooperation.
The increased internationalisation of the business
community will also mean that the police must be better
prepared to deal with contingencies abroad.

Corruption
Norwegian companies are stepping up their economic
involvement in politically unstable countries with
inadequate legislation. A large segment of Norwegian
industry has operations in countries where corruption is
rife. There is a risk that Norwegian businesses can become
embroiled in corruption. Several emerging economies
have social structures and political, legal, institutional
and cultural standards that differ from our own. Norway
and Norwegian companies may find themselves under
pressure to bow to other countries' standards. As a result, a
Norwegian company may find itself acting in violation of its
obligations under Norwegian law.
Criminal law is being harmonised, and new international
standards are emerging. We are already seeing signs of this
with respect to money laundering, corruption, the most
reprehensible forms of child labour, and financial crime (St.
meld. nr. 10.2008–2009). As a small country, Norway needs
to be able to rely on international rules and regulations.
However, the rules and regulations are constantly changing,
and grey areas may easily arise.

Use of digital currencies to commit crimes
US and European banking authorities are concerned about
the potential of digital currencies in the trade of illegal
goods and services and in money laundering. There is also
reason to fear that extremists and terrorists will use digital
currencies to maintain an anonymous presence on the
Internet and to conceal transfers of large sums of money.

6 ENVIRONMENTAL DEVELOPMENTS
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In this chapter we shall be discussing global and national environmental challenges and trends. Our natural
environment plays an important part in the development of societies, and therefore affects crime-related
challenges both directly and indirectly.

6.1 Climate change
Climate change represents a complex and unwieldy global
risk and will have considerable negative consequences for
our natural surroundings and for human life and health.
The causes of climate change are linked to industrialisation and the emission of greenhouse gases, primarily
CO2. China, the USA, the EU and India are accountable for
nearly 60% of current CO2 emissions.

Transportation along Norwegian coast will carry with it
the risk of serious pollution. The natural environment in
the Northern hemisphere is vulnerable. It is already under
a great strain as a result of human activity, so the effects of
noxious pollutants transported over great distances will be
particularly noticeable in the North. The area in question
is vast and scarcely settled, something that will strain
Norwegian contingency preparedness.

Global warming

Natural disasters and humanitarian crises

CO2 emissions are the main cause of global warming,
which leads to a rise in average temperatures, warmer
oceans, more rapidly melting glaciers, sea level rises,
so-called extreme weather, extreme precipitation, floods
and earthquakes. Natural disasters are expected to be more
numerous in times ahead, and more disastrous, and the
need for humanitarian aid and disaster relief will escalate.

Natural disasters often require humanitarian aid and
disaster relief, also from abroad. Humanitarian crises
are often sparked by a combination of factors, such
as poor governance, human rights violations, lacking
infrastructure, erratic food supplies, and natural causes
that all exacerbate one another. Climate change adds
to the risk of natural disasters, hence also to the risk of
humanitarian crises.

Climate change hits poor people in developing countries
harder than others. The material damage caused by
extreme weather, precipitation and floods tends to be vast.
Rivalry over natural resources, such as fisheries, water
and food must be expected, and health will deteriorate.
We should expect that natural disasters, pandemics and
disputes about water and land rights will cause instability
and conflicts in developing countries.
The average annual precipitation in Norway has gone up,
and temperatures are expected to rise. This may entail
even higher precipitation, avalanches and floods. Our
society will need to adapt to these changes, not least by
taking greater pains to maintain and renew buildings,
infrastructure and the electric grid (DSB, 2014).
With the melting of polar ice, new shipping routes are
opening up between Northeast Asia and Europe. This could
create favourable conditions for the Norwegian businesses;
however, it also entails risks for the Norwegian coastline.

Displacement of people as a result of natural disasters is
a growing global humanitarian problem. In 2014, 19.3
million people had to flee from their homes in the wake of
a natural disaster in the form of extreme weather, floods or
earthquakes.35
More and more countries are giving priority to being
prepared for such calamities (UK Ministry of Defence, 2014).

6.2 Strain on natural resources
Climate change and overexploitation of natural resources
are threatening the world's biodiversity. Today the
extinction of plant and animal species and the destruction of
ecosystems are regarded as major environmental problems.

35

http://www.flyktninghjelpen.no/?did=9202182#.Vc2cy7VWpz8. Read
14/08/2015
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In only 40 years, the number of species of mammals, birds,
fishes, reptiles and amphibians is believed to have dropped
by 50% (WWW, 2014).

Figure 6.1 Countries with most deforestation in hectares
(2010–2015)

Biodiversity is a prerequisite for the maintenance of
ecological systems and processes. The interaction between
plants and animals is finely tuned, and extermination of one
species may have consequences for an entire ecosystem.36
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Source: Global Forest resources assessment 2015, Food and agriculture organization of the united
nations 2015.

Deforestation is a serious environmental problem that
is often linked to illegal felling and trade of timber and
charcoal. The United Nations and Interpol have calculated
that illegal logging accounts for 40% of the deforestation of
tropical rainforests.37
The tropical rainforests have the greatest biodiversity of
all ecosystems on earth. Of the world's roughly 250,000
known plant species, 170,000 grow in tropical rainforests.38
There, too, we find near-extinct species. Finally, rainforests
take up and hold on to large amounts of carbon.39

Overfishing
The global fishing fleet is larger than what the oceans can
sustainably support. An estimated 25% of the world's fish
species are being overfished.40 Fishery zones and quota
schemes are increasingly being introduced to protect fish
stocks and national interests.41 Unregulated, unreported
and illegal fishing42 is the greatest threat to today’s fish

36 See https://www.miljolare.no/tema/planterogdyr/artikler/mangfoldetminker.php. Read 07/05/2015
37 See http://www.norad.no/aktuelt/nyheter/2013/storaksjon-mot-skogkriminalitet/. Read 27/04/2015
38 See http://www.regnskog.no/no/bevisst-forbruker/palmeolje/palmeoljetruer-artene. Read 11/05/2015
39 See http://www.wwf.no/?46745/80-prosent-av-verdens-avskoging-skjer-ikun-elleve-omrder. Read 11/05/2015
40 See http://www.wwf.no/dette_jobber_med/hav_og-kyst/baerekraftige_
fiskerier/overfiske/. Read 07/05/2015
41 See http://www.norad.no. Read 16/03/2015
42

Illegal fishing is a criminal issue, while unreported and unregulated fishing
are resource management issues. The end result is in any case – since we
do not know what is being taken out of the sea – inaccurate, and leads to
overfishing.
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stocks. Many African and Asian countries have important
fish stocks, but they lack the resources for efficient control
and administration (Christophersen, 2011). Rising
unemployment among local fishermen, undernourishment
and erratic food supplies, added to governments' reduced tax
incomes and diminishing resources, are all consequences of
unregulated, unreported and illegal fishing.

Water scarcity
Water scarcity is becoming one of the most serious resource
issues facing the world. Shortage occurs when the need for
water for agriculture, industry and urban centres is greater
than what is available. About one third of the world's
population currently lives in countries with insufficient
water supplies or where water is of poor quality. By 2025,
the proportion will probably have risen to two thirds.43

Pollution and waste disposal
The rising production, storage and use of chemicals can
have a very negative impact on our natural environment.
This is reflected in air, water and soil pollution, which
negatively impacts on the quality of food resources and
animal and human health. Inadequate waste management
places a great strain on the environment. Waste is, in effect,
much in demand as a traded commodity. The business has
a so-called “reversed”economy, meaning that income is
generated when waste is received whereas expenses are
incurred when it is responsibly disposed of.44 All kinds
of waste products, particularly paper, plastic and metals
are often sent to countries were environmental standards
are less than rigorous.45 Treatment of hazardous waste
is thus a business that carries a particularly high risk of
environmental crime.

43 See http://globalis.no/Grafikk/Video/Water-scarcity-mangel-paa-vann/
(language)/nor-NO. Read 20/05/2015
44

See http://www.miljodirektoratet.no/no/Nyheter/Nyheter/2014/
Desember-2014/Domt-for-ulovlig-lagring-av-farlig-avfall/. Read
22/05/2015

45

See http://www.eea.europa.eu/no/articles/ikke-i-min-bakgard-2014-internasjonal-avfallstransport-og-miljoet. Read 29/05/2015

6.3 Environmental developments and
crime-related challenges
Human trafficking
Natural disasters, over-consumption of resources and
scarcity of water drive people away from their homes.
Displaced people are easy prey for those who wish to
exploit them or engage in human trafficking. Human
trafficking is extremely lucrative for criminals backed by
well-organised networks.

Illegal trade of animals and plants from threatened
species
Trade in endangered species is a growing problem, and
represents a threat to biodiversity globally.46 Due to a
demand for certain products, there is a vibrant market
for trade in endangered species. The annual illegal global
turnover from such trade is estimated at 100–150 billion
NOK,47 much of which is used to fund rebel armies.
Transnational criminal organisations that make big profits
from illegal exploitation of natural resources threaten the
stability and future of several of the world's poorest regions
(Nellemann et al., 2014). Norway is an attractive country
with regard to animals that carry a high price on the illegal
market. This applies in particular to falcons and eagles.

Illegal logging
Illegal logging is popular among criminals, due to the high
prices that can be fetched on the world market. About one
third of the planet's logging is believed to be illegal.48

46

See http://miljoblikk.no/2014/07/pa-ville-veier/. Read 11/09/2015

47 See http://www.miljodirektoratet.no/no/Nyheter/Nyheter/2014/Mars2014/Handel-med-truede-arter-oker/. Read 01/09/2015
48

See http://www.norad.no/aktuelt/nyheter/2013/storaksjon-mot-skogkriminalitet/. Read 01/06/2015
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The timber in question is imported to Europe from
countries such as Brazil, China, Chile, Indonesia, the
Philippines, South Africa and Uruguay (Nellemann et al.,
2014). However, the customs service has not uncovered
any importation of illegal timber to Norway, presumably
because most of what is imported to Norway comes from
companies in the EU, something that complicates the
task of determining the origin of a product. We need to
know more about international legal as well as illegal
trade. Improved collaboration between the Norwegian
Environment Agency, the police and the customs
authorities is of the essence for prevention of illegal timber
trade.
A number of terrorist groups and militias make large
profits selling charcoal, not least in African countries.
The exportation of charcoal accounts for the bulk of Al
Shabaab's turnover, for instance, or some 36–56 million
USD (Meld. St 37 (2014-2015)). There is reason to believe
that several buyers use the charcoal trade to covertly fund
terrorism.

Fisheries crime
The annual value of illegally caught fish is estimated at
somewhere between 10 and 23 billion USD.49 In Norway,
the authorities have uncovered both overfishing and
under-reporting. International fisheries crime tends to
be accompanied by other kinds of crime, such as money
laundering, corruption and human trafficking50 (cf. chapter
about economic developments).

49

See http://www.norad.no/tema/klima-miljo-og-naturressurser/aktuelt/
norad-styrker-arbeidet-mot-fiskerikriminalitet/. Read 04/07/2015

50

See http://www.norad.no/aktuelt/nyheter/2014/norad-styrker-arbeidetmot-fiskerikriminalitet1/. Read 01/06/2015
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Illegal waste management
The exportation of waste products from Norway is
regulated by conventions and international agreements.
However, the authorities have uncovered that waste has
found its way from Norway to less prosperous countries.
For instance, electronic waste management is big business
in several African nations, not least in West Africa. More
often than not, poor countries are unable to ensure
satisfactory waste management, and working conditions in
waste management plants are hazardous. Thus, exportation
of waste that contains prohibited substances is harmful
for the receiving country's population and for its natural
environment.51 Enormous profits can be made from the
waste management industry, which is definitely attracting
criminals. Europol has pointed out that unless action is
taken, the illegal trade in electronic waste will spiral in the
near future into an industry of a scale comparable to that of
drug trafficking (ØKOKRIM, 2015).

Extreme weather will strain police resources
In recent years, we have seen instances of so-called
extreme weather with increasing frequency. This raises
our awareness of the need to be prepared to handle civil
protection. In future, extreme weather may strain police
resources.

51

See http://www.miljostatus.no/Tema/Avfall/Import-og-eksport-av-avfall/.
Read 29/05/2015
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In this chapter, we shall be describing important international and national political developments. The
consequences of our participation in international and supranational bodies are becoming progressively more
noticeable, as is our dependence and vulnerability.

7.1 A more closely knit world
In the wake of technological developments and economic
integration, countries are becoming more dependent
on one another. Policies in many countries, particularly
in the West, are gradually converging. Meanwhile our
dissimilarity from countries with other political systems is
becoming more salient.
Economic growth in emerging economies affects the
balance of power in the world as a whole. Economic
power yields political power, and demands are being
made for greater influence and ascendancy. China is now
a superpower, and therefore a party to be reckoned with
in the context of foreign policy. In recent years, friction
between China on the one hand and Japan, Vietnam and
the Philippines on the other has intensified over the East
and South China Sea.
At Europe's edge, Russia's annexation of the Crimea as well
as armed hostilities in Eastern Ukraine have exacerbated
relations between Russia and the West. A number of
Western countries including the USA, the EU and Norway
have introduced economic sanctions against Russia.

7.2

Political developments in Europe

The financial and sovereign debt crisis in the euro-zone
has been followed by high unemployment in several
European countries (see the chapter about economic
developments). In order to reduce budget deficits,
several EU countries have opted for austerity policies
that entailed, not least, public sector cutbacks and raised
taxes. Particularly in Southern European countries such
as Greece, Spain, Portugal and Italy, people are concerned
about a lost generation of young job hunters who have
been unable to gain access to the labour market.
Not least in countries burdened by debt, in Southern

Europe, traditional political parties have shed support
to so-called protest or populist parties at the edge of
the political spectrum. The new parties often agree on
resistance to austerity policies and mobilise voters who feel
marginalised by the established political elite. Several of the
new parties are sceptical about the EU and object to what
they perceive as a supranational, technocratic, depoliticised
and consensus-based EU government. Several of them wish
to limit or reform the EU or even leave the Union altogether.
Public opinion in the EU is divided as to what the EU should
be, and to what extent it should be allowed to impinge on
national sovereignty.
For right-wing parties the influx of immigrants from third
countries also tends to be a mobilising factor. In order
to keep populist parties out of government, several of
the traditional parties have responded by trying to form
coalitions.
In addition to the new parties, several protest movements
have arisen. In Germany, the anti-Islamic movement Pegida
mustered 25,000 supporters in protest marches in Dresden
at one point. Attempts have been made to create similar
movements in Norway.

European collaboration
Decisions in the EU have far-reaching consequences
for Norwegian politics, economy and society. The EEA
agreement regulates most aspects of Norway's relationship
to the EU and is the most exhaustive international
agreement Norway has ever entered into. It impacts on
most spheres, including economy, the business community,
labour relations, research, education, and policies regarding
gender relations and social issues (NOU, 2012:2).
Collaboration with EU countries is particularly extensive
within the legal sector, not least through the Schengen
cooperation, in which Norway has taken active part since
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2001. A Schengen external border is a land, sea or air
border shared with a third country, i.e. with a country that
is not party to the Schengen agreement. Norway's external
border includes a land border shared with Russia, the entire
Norwegian coastline, and airports with arrivals from third
countries. The Schengen agreement imposes shared rules
regarding checkpoints on the external border. There are
also shared rules regarding the extradition of criminals,
deportation of illegal immigrants, and visas. At internal
borders between Schengen countries, there are, as a rule,
no regular checkpoints. The right to travel freely within
the Schengen area applies to all who are entitled to live in
any one Schengen country, including not only Schengen
nationals but also nationals of other countries who have
legally entered the country in question. The large flows of
migrants arriving in the Schengen area in 2015 have raised
questions about the terms of the Schengen agreement.
Countering illegal immigration, organised crime, and
terrorism is increasingly considered a matter of EU security.
Rising pressure from migrant flows during the autumn of
2015 crippled border controls in several EU countries. The
strain is unevenly distributed between member countries,
something that has given rise to disagreements about the
distribution of costs.
Under the terms of EU internal strategy, transnational
threats that surpass the capacity of an affected single
country, must be countered at EU level. The strategy
singles out three areas requiring joint effort: Terrorism/
radicalisation, organised crime, and border control (EU,
2015).
The Prüm framework is an instrument to improve the
exchange of information between European police
authorities.52 Norway has a participation agreement which
will allow it to search for fingerprints, DNA profiles and

52 With the exception of the UK, Ireland, Bulgaria, Croatia, Cyprus and
Romania, all EU members are parties to the Prüm collaboration. Other nonEU members who are parties to the collaboration are: Island, Switzerland
and Liechtenstein.

/ 47

vehicles in other EU countries' indices.53 Norway has signed
an agreement with the EU about participation in the Prüm
collaboration. When the agreement is ratified in the course
of 2016, Norway will be included in the Prüm framework like
the other EU countries, meaning that the Norwegian police
will be able to request assistance and resources in the event
of major incidents such as natural disasters and terrorist
attacks (also consult the chapter about environmental
developments).

7.3 Arctic areas
The Norwegian government wish to give priority to our
Arctic areas, which have gained political prominence for
several reasons. The Arctic ice is melting rapidly, and the
area may hold important sources of wealth, including
petroleum and fish resources. A North-East passage free of
ice could raise political and legal questions concerning the
Svalbard archipelago and the status of Arctic areas.

7.4 War, armed conflicts, terror and
extremism
In an increasingly globalised world, Norwegian security
is affected by events abroad. Crime proliferates in areas
where the authorities lack the capacity – and in some
cases even the will – to combat it. In weak states with
inadequate control mechanisms, the risk of being exposed
and punished is limited. Such conditions breed many
forms of crime, not least in conjunction with war and
armed conflicts. There will often be ties between criminal
networks and local or regional civil servants (St. meld. nr.
37 (2014–2015)).
One of the consequences of war and armed conflicts is that
martial law, chaos and insecurity allow criminals to thrive
from human trafficking, drug trafficking and other forms
of serious and organised crime. Moreover, criminals will
often be influential figures, with connections among people
of authority at the regional level. Natural resources and

53 Council decisions 2008/615 and 2008/616 JHA and Norway's parallel
agreement with the EU.
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other local assets are sold off illegally, in order to finance,
for instance, armed groups. Terrorist organisations tend
to be financed by means of transnational organised crime.
Armed conflicts play an important part in sustaining arms
trafficking. In countries where the authorities hold little
sway, firearms easily fall into the hands of criminals and
terrorists.

Figure 7.1 The number of terrorist attacks 2000–2014
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Since 2011, the world has seen a conspicuous increase in
the number of terrorist attacks, see figure 7.1. In 2013, four
Islamic terror organisations were responsible for 66% of
them (Taliban, Boko Haram, IS and al Qaida). In view of
the increase in the number of terror incidents over the past
14 years and the motives underlying many of the world's
long-lasting conflicts, the risk of terrorism can be expected
to continue in years ahead.
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Ethnic and ideological conflicts also form breeding
grounds for violence and extremism. Terror is the ultimate
consequence of violent extremism. In recent years, a
number of terrorist attacks have been religiously motivated
(Institute for Economics and Peace, 2014). Violent
extremism is a more complicated threat today than in the
past; there are more threat actors, more goals and better
means. Moreover, the Internet has become a channel
through which extremist views can be disseminated. Hence
extremism has become more transnational and more
closely related to international conditions and conflicts.
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The global threat landscape is becoming ever more
complex and unpredictable. Far-away events can have
serious consequences for Norway and Norwegian interests.
Events outside our country's borders will increasingly
affect domestic conditions. The civil war in Syria and the
sectarian dispute in Iraq have highlighted the challenges
faced by the UN and the international community when
they try to show vigorous determination. Just as in
the Middle East, hostilities and domestic trouble often
destabilise fragile states. Where the authorities are unable
to provide fundamental security and services to the people,
extremist insurgents and criminal networks may proliferate
and eventually threaten Norwegian goals and interests.
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be characterised by fairly simple strikes carried out by
single individuals armed with easily available equipment.
Such acts are difficult to foresee in advance. Nevertheless,
as we have seen from the terrorist attack on Paris on 13
November 2015, coordinated attacks can still occur.

The emergence of the Islamic State in Iraq and the Levant
(ISIL)
ISIL54 has asserted its authority over much of Syria and
Iraq. In that sense it represents a watershed among
extremist Islamic groups. Starting as a primarily
destabilising factor, ISIL now seeks to monopolise the
use of violence and to satisfy its ambitions of statehood.
The group's long-term goal is, however, similar to that of
other extremist Islamic groups, in that they wish to use the
territory they control as a platform from which they can
expand into a global caliphate by engaging their enemies in
the West in a war of exhaustion.

Islamic extremism in Norway
The expansion of Islamic extremism can, like that of
any other form of extremism, intensify friction between
various extremist communities, to which it may also boost
recruitment. In the long run, this may lead to heightened
activism in extremist groups on the right and the left.
In Western countries, terrorist incidents launched by
sympathisers of Islamic extremist groups could tempt
individuals in Norway to carry out acts of violence here
in Norway. Norway's military engagement in for instance
Iraq, and the appointment of Jens Stoltenberg as NATO's
secretary general, may also have brought Norway into the
limelight.

Norwegian foreign fighters
An estimated 40% of all IS fighters are foreign fighters.
Furthermore, of all the IS foreign fighters, an estimated
5000 have rallied to IS from European and other Western
countries, cf. ICCT (2015). The per capita proportion
of foreign fighters from Norway is one of the highest in

54

ISIL is also known as IS (Islamic State). The group changed its name when
it declared the formation of an Islamic Caliphate in Iraq and Syria on June
2014.
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Europe. This aspect raises a new series of questions that
need to be considered in Norway, about the prevention of
radicalisation and violent extremism. Most of the people
who get recruited by radical Islamic groups in Norway
have inadequate ties to the country. Many of them have
a criminal record, a low level of education and are not
properly integrated in the labour market. In addition to
their commitment to the Islamic state, their motivation
is probably made up of a yearning for acknowledgement
and a sense of belonging.

7.5 Political developments and crimerelated challenges
Transnational and dynamic crime
The EEA agreement's four freedoms, as well as the
Schengen agreement's freedom of movement within
Schengen borders, are subject to criminal abuse, and have
facilitated the emergence of transnational and dynamic
crime which provides new opportunities for organised
criminal groups. Trade in prohibited goods such as illegal
drugs, protected species, arms and cash can now be
undertaken within the Schengen area at relatively low risk.
Criminal croups can, for instance, produce illegal goods
within the Schengen area, rather than risk being exposed at
checkpoints on its exterior borders.

International police cooperation
Multi-criminal kingpins are often far away from the country
where the criminal acts they have commissioned are being
carried out, and assets can rapidly be moved between
countries. This demands alacrity on the part of the police
when they seize assets, apart from placing great demands
on international police cooperation. International police
cooperation is particularly challenging in countries where
the police lack the adequate prerequisites to prevent and
investigate crime and countries with which the Norwegian
police have no extradition agreements. Most countries are very
reluctant to extradite their own nationals, something that has
often proved a difficult impediment.
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The Schengen external border
Norway shares an external border with Russia. In the
autumn of 2015, the number of migrants crossing the
border from Russia to Finnmark rose sharply.
The Arctic will attract foreign enterprises and vessels that
consider these unregulated areas attractive. Increased
activity in Arctic areas can highlight the Coast Guard’s
mission and the importance of police presence there.
These areas are, moreover, sparsely inhabited and have
limited infrastructure. Hence, there is only a limited risk of
exposure.

More espionage
The most obvious consequence of altered geopolitical
conditions is the growing risk of espionage, both
governmental and commercial. Norwegian governmental
and non-governmental parties can be victims of espionage
undertaken the traditional way, by human agents, or with
technological means (confer the chapter on technological
developments).
Altered conditions for defence policies may require our
armed forces to be in readiness more than in the past to
serve in missions abroad and to take action in accordance
with NATO's mandate.55 In the event, the domestic capacity
of the armed forces would be cut back, which would mean
an added burden on the police in terms of emergency
response.

Extremism and terror
As at today, we are not aware of any specific threat from
Islamist actors, though the general threat landscape is
serious and challenges our capacity to balance the need to
respect privacy considerations against national security.It
is not easy to determine whether a threat has been reduced
and, if not, at what threat level the police should take
certain measures.56 In the event of terrorist acts carried out

55

Including so-called “non-Article 5»-crisis management operations, https://
www.regjeringen.no/nb/tema/utenrikssaker/sikkerhetspolitikk/innsiktsmappe/nato/id86758/. Read 18/03/2015.

56

In other words, the challenge is not limited to any specific space or time
frame.

by single individuals or by means of limited resources and
simple means, we cannot expect much warning, since such
acts are difficult to detect in advance. This tests the capacity
of the police, and of society in general, to take adequate
steps to reduce risks, and our contingency plans might well
prove to be irrelevant. Police preparedness will have to be
constantly adjusted to an undulating threat landscape. The
need for an updated threat understanding is contingent
on intelligence collaboration between the police and other
relevant actors, nationally and internationally.
The emergence of Islamophobic and xenophobic groups has
rallied people who share certain political views and who,
in many cases, are also members of other groups that are
at variance with the law. When such groups thrive, they
will be rallying grounds for like-minded people, and this
again will serve to apparently justify civil disorder during
demonstrations, etc. The formation of groups at both ends
of the political spectrum in Norway, groups with a potential
for violence, will require that we assess the possibility of
violent clashes between them. The threat represented by
returned foreign fighters is uncertain, and we cannot yet
predict whether it will be long-lasting or whether foreign
fighters eventually “settle down”when they return to
Norway.
Membership in a terrorist organisation, or recruitment
or support to such an organisation, is a criminal offence.
Foreign fighters that return will be a challenge for
Norwegian authorities weighing the options of meting out
punishment, for criminal abuses in a foreign war, against
the need to prevent future terrorism with readjustment
and reintegration measures. Our international obligations
indicate that such acts should be prosecuted, but this may
in turn lead to further marginalisation of the perpetrators.
Moreover, for the correctional services, having more
prisoners with links to extremist groups will be a strain,
since other prisoners with no previous ties to religious or
ideological extremism could risk being radicalised while

serving their sentences.57 Prisons are arenas in which many
people are searching for a new way forward. Some of
them might be particularly prone to becoming radicalised.
There is also the risk that prisoners exchange and develop
criminal skills.

57

On 14 February 2015, a man opened fire on a venue in Copenhagen where
a debate was being held. When the perpetrator had been identified, it
emerged that he had been radicalised while serving sentence for violence in
a Danish prison.
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